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1 Introduction

This document describes the configuration settings for Quadro while creating VPN between Quadro
and MS Windows 2000.

2 How to configure

2.1 Quadro IPSec €-> MS IPSec

To configure IPSec on Quadro the follow the steps below:

1. Go to Internet Uplink=>VPN Configuration-> IPSec Configuration page.
Add a new connection.

3. Fill in the connection name and select Windows 2000/XP from the Peer
type drop-down list and go to the next page of the wizard.

Main System Users Telephony Internet Uplink LAN Services @epygl
TQuadro225

IPSec Connection Wizard

Add IPSec Connection

Connection Name:; Quadro_MSWin2k
Peertype: Windows 2000/XP
VPN Metwork Topology: | Quadro<->Peaear [V]

Figure 1
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4. The basic parameters are already set on this page. Enter the peer’s IP in the
Remote Gateway IP Address field. MS peer should use 3DES/MD5 Keying
type.

Main System Users Telephony Internet Uplink LAN Services @ epyg 1
TQuadro225

IPSec Connection Wizard

IPSec Connection Properties - Quadro_MSWin2k

(@] Dynamic IP / Roadwarrior @ Auto
Keying

@ Static IP / Remote Gateway Encryption Triple DES
Remote Gateway |207.151.222.2 Autnentication -

cow
[ auadro <= Remote Gateway Group Group 2(1024 bif .

Internet Key Exchange (IKE)

Local Subnet == Remote Gateway Encapsulated Security Payload (ESP)
[ auadro <= Remote Subnet Encryption Triple DES '
[ Local Subnet == Remote Subnet Authentication '

Remote 192 |[168 | [1 0 /|24 IP-Clipboard

Subnet IP - - - ! O Manual Encryption

Keying
Local 172 169 2 0 /24 IP-Clipbaard Authentication
Subnet IP : : : ! h

O Stop connection if not successful

| | | |

Figure 2

PAGE 4 31-Jan-07



Epygi Technologies How to configure Quadro IPSec with MS IPSec

5. The same shared secret key must be used on both Quadro and MS peer

sides. Also MS peer should have the same state of PFS (Perfect Forward
Secrecy) as Quadro.

Main System Users Telephony Internet Uplink LAN Services @epygl

TQuadro225

IPSec Connection Wizard

Automatic keying - Quadro_MSWin2k

® Shared secret This is my preshared ke

Q RsA Remote RSA public key

Local ID 172.35.55.0

Remote ID |207.151.222.2

PFS (Perfect Forward Secrecy)

| | | | |

Figure 3
6. Press Finish and Start connection.

7. Configure MS peer and enjoy connection.
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2.2 The Windows 2000 IPSec setup

1. Run MMC from Start —=Run window.

“fi Console1 I [l E3

J Console  Window  Help “ Oz |

'fii Console Root

J Action  View  Faworites |J = -b|

Tree I Favorites I Mame

a 0

Figure 4
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2. Go to Console —= Add/Remove Snap-in. Add IP Security Policy Management.

=10 x|
) A e e o R
Console  Wwindow - |
“_—_ Add/Remove Snap-in . ﬂll
o ] 4
| :D_I
Tree I Favorites I |
= Coreale fooe, || opvins e toe IE Console Root Add Standalone Snap-in

Awailable Standalone Snap-ing:

I

J Ackion  Miew

Use thiz page to add or remove a standalone Snap-in from the console.

Shap-in | Wendar |;|
Ea FrontPage Server Extenszions
@ Group Palicy Micrazoft Caorporation
g Indexing Service Microzoft Corporation, |...
% Internet Infarmation Services Micrazoft Corporation

IP Security Policy Management

[®] Link ta web Address
Q Local Users and Groups Microzoft Corporation
ﬁ Performance Logs and Alerts Microzoft Caorporation
@ Removable Storage tanagement HighGround Systems, Inc.

— Dezcription

@ Security Configuration and Analysiz Microzoft Corparation LI
=9

— Description

Inkerniet Pratocal Security [|PSec] Adminiztration. Manage IPSec
policies for zecure communication with other computers.

Hemoye

Figure 5

3. Choose Local Computer and press Finish.

Select Computer [ 7] x|

when this conzole iz saved the location will alzo be aved

Select which computer thiz Snap-in will manage g
s

The computer this console is nning on

" Manage domain palicy far this computer's damain

" Manage domain policy for ancther domain:

" Another computer:

I Browse. . |

< Back I Finizh I Cancel

Figure 6
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4. Create a new IPSec Security Policy.

Tﬂi IPSEC - [Console Root' IP Security Policies on Local Machine]

D= E| B | =12

ame i Description i Policy Assigne:

_ Manage IP filter lists and filker actions

E A Server (Request Security) For all IP traffic, always request ... Mo
i all Tasks ¥ Bsecure Server (Require Security) For all IP traffic, always require s... Mo
H Client (Respond Cnlv) Zommunicake normally (unsecure,,, Mo

Mew Window From Here

Mew Taskpad Yiew, ..

Refresh
Expork List. ..

Help

4] | i

iCreate an IP Security Policy |

Figure 7

5. Press Next.

IP Security Policy Wizard l

YWeloome ta the IP Securty Policy wizard.

Thiz wizard helpz vou create an [P Security Policy, ou will
zpecify the level of zecurity to uze when communicating with
gpecific computers or groups of computers [subnets], and for
particular IP traffic types.

Ta continue, chck Nest.

Back I Mexst = ! Cancel
bas

Figure 8
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6. Enter a name for the new policy.

IP Security Policy Wizard EHE l

IP Security Policy Hame 7
M ame thiz zecurity policy and optionally give it a brief description
R

M ame:
Sitel -to-zite?

Dezcription;

IPzec tunnel from sitel to site? _:_!

¢ Back I M et » [ I Cancel

Figure 9

7. Deactivate the default response rule and press Next.

IP Security Policy Wizard EHE l

. o [
Requestz for Secure Communication
Specify hiow thiz policy responds to requests for zecure communication,
B

The default rezponze rule rezponds to remote computers that request zecurity, when no
ather rule apphes. To communicate securely, the computer must rezpond bo requests far
FECUMe communication,

[ itctivate the default response wle, |

¢ Back I Mest = & I Cancel

Figure 10
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8.

9.

Click Finish.

HE|

IP Security Policy Wizard

8

Completing the [P Security Palicy “Wizard

You have successfully completed zpecifying the properties
for pour new [P securty policy.

Ta edit your IP zecunty palicy now, select the Edit properties
check box, and then click Finizh.

Ta close this wizard, click Finizh.

¢ Back I Firnish [ l Cancel

Figure 11

Create the first IP filter for the traffic from the left subnet to the right
subnet. Uncheck Use Add Wizard checkbox.

Sitel-to-site2 Properties

Hules |Genera|i
§g Security rules for communicating with ather computers

IF Security Bules:
IP Filter List | Filter Action | Authentication.. | Tu
O <Dwnamic: Default Responze Kerberoz Mc
4] | i3
Add.. % Edi.. ' femove | [T Use Add Wizard

0K l Cancel |
Figure 12

PAGE 10 31-Jan-07



Epygi Technologies

How to configure Quadro IPSec with MS IPSec

10. Press Add.

Mew Rule Properties |

Suthentication Methodz I
IP Filter List

—_F
e

=
—_—

secured with this rule.

Tunnel Setting I

The selected IR filker list specifies which netwark, traffic will be

Connection Type
Filter Action

IP Filker Lizts:

Mame

| Drezcrption |

{2 AICMP Traffic
O AP Traffic

Matches all ICMP packets betw. .
Matches all IP packets fram this ..

“ppld

Figure 13

11. Enter a name, description and add the filter.

1IP Filter List

e An P filker list i compozed of multiple filkers. nthiz way multiple subnets, 1P
= addrezzez and protocols can be combined into one |F filter.
M ame:;
left-ta-right
Diescription: ﬂ%]
Traffic going fram the leftzubnet to the nghtsubnet ;‘ Edit
;i Hemdve |
Filters: r U

Minnred| Description | Protocol | Source Port | Destination

i3
Cancel |

4

Figure 14

o]
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12. Enter the left subnet as the source address and the right subnet as the

destination address.

Filter Properties [ 2] |

Addreszing I F'mtncoll Dem:riptionl

- Source address:
IA zpecific [P Submhet _'_i

IPAddess: | 192 . 168 . 1 . O
Subnetmaskzl 255 . 255 ., 255 . O

— Destination address:

I.-‘-‘« zpecific P Subnet j

IPaddess | 192 . 168 . 2 . O
Subnetmask:l 255 . 2?55 _ 255 . O

[ Mimrared, &lso match packets with the exact opposite source and
deztination addreszes,

Ok, Cancel Apply

Figure 15
13. Close that filter's properties box.

i IP Filter List

e An P filker ligt iz compozed of multiple filkers. n thiz way multiple subnets, 1P
i’* addrezzesz and protocolz can be combined inta ane [P filter.

K E3

H arne:;

|eft-ta-right

Drezcrption: &dd... |
Traffic: going from the leftsubnet to the rightzubnet ;‘ Edit |
;] Remove |

[T Use sdd "Wizard

Filters:

Source Sddress |_S|:|ur|:e Mask | Destinatian .&ddres:ﬂ_ Destination Mask |

132168.1.0 255.255.255.0 192.168.2.0 255.255.255.0

[+]

Cloze Earinel |
% A

Figure 16
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14. Assign the newly created filter to the current rule.

MNew Rule Properties EHE

Authentication Methods ! Tunnel Setting I Connection Type
IF: Filter List | Filter Action
=,
L The zelected |F filter list specifies which network traffic will be
zecured with this e,
IP Filter Lists:
| Mame | Description |
O Al ICMP Traffic Matches all ICMP packets bebw,
O allP Traffic Matches all IP packets from thiz ...
LO] |t -to-right Traffic going from the
sdd. | Edt. | Remove |
Cloze I Eancel | Apply
Figure 17

15. Set the filter action to the Require Security action.

Mew Rule Properties E3

Tunnel Setting I Connection Type |

Authentication Methods I
Filter &ction

|P Filter List

M The selected filker action specifies whether this rule negotiates
for secure network, traffic. and how it will secure the traffic.

Filter Actions:

| Marne | Description
{3 Pemit Permnit unsecured IP packets ta .
O Fequest Security [Dptional) Accept: ungecured communicat...

sred communicat. ..

ks U

SR ity

Add. . | Edi... %l Femove | W UseAdd wWizard
Cloge I Eancel | Apply
Figure 18
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16. Set these action properties and move the proposal 3DES-MD5 to the top of
the list. Select Session Key Perfect Forward Secrecy checkbox.

Require Security Properties

Securty Methods | General i

' Permit
" Block
% Negatiate security:

Securty Method preference order:

| Twpe | &H Inteqity | ESP Confidenti.. | ESF Inteqi Add...

Custom  <Manes -
Custom  <Mones 2DES GHAT Edit... I
Custom <Maoner DES SHAT

Custom  <Mone> DES D5 Remove i

bl JE LI

4] | _>_| ove down I

v Accept unsecured communication, but always respond using IPSec

[ Allow unsecured communication with non |PSec-aware computer

¥ Session key Perfect Forward Secrecy

k. Cancel Spply
L2
Figure 19
17. Set the connection type for LAN.
MNew Rule Properties E
IP Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

é%'-_,l, This rule: only applies to network: raffic over connections of
the zelected type,

Al network connections

% | ncal area network [LAME
" Remote access %

Cloze I Eance] | .-’-‘«pply_l

Figure 20
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18. Specify the right gateway IP address.

New Rule Properties [ 2]
IP Fiker List | Filter Action
Authentication Methods Tunnel Setting | Connechion Type
=# The tunnel endpoint iz the tunneling compuater clozest ta the
-

|F traffic destination, as specified by the azsociated [P Filter
List. It takes twoles to describe an IPSec Tunnel.

£ This iule does not specify an IPSec tunnel.
= The tunnel endpoint iz specified by this IP Address:
172. 35 .55 . 8

s

Cloze I Cancel Apply

Figure 21
19. Modify the authentication method.
Mew Rule Properties EHE
I Filter List | Filter Action
Authentication Methods | Tunnel Setting I Connection Type

The authentication method specifies how tust iz establizhed
o between the computers. Offer and accept these
éﬁ authentication methods when negotiating zecurity. with
another computer,

Authentication Method preference order;
| Details

Edit... [: |

Remove

floee Lp

fove dawn

Cloze I Eanze] Apply

Figure 22
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20. Set it to pre-shared key and enter it there.

Edit Authentication Method Properties

Authentication Method |

The authentication method specifies how tust iz established
o % g between the computers.

£ windows 2000 default (Kerberos W5 pratocal]

= Use a certificate from this certificate authority [C4);

Browse.

%" |Uze thiz string to protect the key exchangs [preshared keyl:

This iz my preshared kep 111 ﬂ

||

Ok Cancel | Apply |

Figure 23

21. Close the first rule's properties box.

Mew Rule Properties | 7] |

IP Filter List | Fiter Action
authentication Methods | Turinel Setting I Connection Type

The authentication method specifies how tust iz established
= between the computers. Dffer and accept these
L‘.i! authentization methods when negotiating zecunty with
another computer,

Authentication Method preference order:
| Details

| Add...

Edit... I

Hemowve

T ove up

f mve dovin

Cloze & I Eancel Apply

Figure 24
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22. Create a second rule for the traffic from the right subnet to the left subnet.
7]

Sitel-to-siteZ Properties

Rules | General I

mpym]  Security rules for communicating with other computers

IF Securty Rules:

IF Filter List I Filter diction I Authentication, . I Tunnel Setting

IEft-h:u-right Fequire uity  Preshared ke
D<Dynamic> Default Respon..  Kerberos Haone

Kl | il

Add... Edit... I Femave | I Use fddWizard
Cloze I [Eanee] |
Figure 25

23. Create a new filter for that rule.

Mew Rule Properties E3

Authentication Methods l Tunnel Setting I Connection Type
IP Fiter List | Filter Action
=
e The selected IP filter list zpecifies which netwark traffic will be

secured with this mle.

I Filter Lists:
Mame | Description |
O AP Traffic Matches all ICMP packets betw...
O AllP Traffic Matches all IP packets from this
O left-to-right Traffic going from the leftzubnet

¥

fdd. kj Edt. | Fenee |
ITI Cancel | Spply

Figure 26

PAGE 17 31-Jan-07



Epygi Technologies How to configure Quadro IPSec with MS IPSec

24. Enter a name, description and add the filter.
{IP Filter List EHE

= An P filker list iz composed of multiple filkers. In thiz way multiple subnets, [P
i’ addrezzes and protacolzs can be combined into one [P filter.

M arne:

right-to-left

[rezcription:

Traffic from the rightzubnet ta the leftzubnet

;i Femoyve |

Filters; ™ Use Add Wizard

Mirn:ureu:l| Description | Protocol | Source Port | Destination

< | i3

K. I Cancel |
7

Figure 27

25. Enter the right subnet as the source address and the left subnet as the
destination address.

Filter Properties EHE:
Addreszing I F'rotncu:nll Descriptinnl

= Source address;
i.-’-‘« zpecific IP Subnet ;’

Paddess: | 192 . 168 . 2 . 0
Subnet mask: | 255 . 255 . 255 . O

— Destination address:

& zpecific I[P Subnet ;’

IPaddess | 192 . 168 . 1 . 0
Subnet mask: | 255 . 255 . 255 _ D

[ Minored. Also match packets with the exact opposite source and
destination addreszes.

Ok Cancel Lpply

Figure 28
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26. Close the IP filter's properties box.

IP Filter List

A [P filter list iz compozed of multiple filterz. I this way multiple subnets, 1P

—
i:: addrezzes and protocols can be combined inta ane |F filker,

I amme:

right-to-left

Diezcription: add... |

Traffic from the rightzubnet to the leftzubnet

Filters:

Al Edit.. |
;’ Remove |

[T Use &dd wizard

Source Address | Source Mask |

Destination AddressJ_ Destination Mask |
192.168.1.0 R[]

Eanice] |

Cloze [_: I

&

27. Assign the newly created filter to that rule

Figure 29

Mew Rule Properties [ 2]

Authentication Methods !

Tunnel Setting I

Connection Tupe |

IP Filter List Filter Action
=,
i The selected |F filker izt specifies which network trathic will be
secured with this rule.

IP Filter Lists:

Mame | Description |
{3 ANl TP Traffic Matches all ICMP packets betw...
O AllP Traffic M atches all IP packets from this ...
O left-to-right Traffic going fram the leftzubnet ..
O] right-to-left Traffic from the rightzubnet to th..

sod. | Ede. | Remove |
Cloze I Eance] I Apply
Figure 30
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28. Select the Require Security radio button (no need to edit it again).

Mew Rule Properties EE

Tunnel Setting ! Connection Type |

Authentication Methods I
I Filter List

% The selected filter action specifies whether this rule negotiates
for secure network, traffic, and how it will secure the traffic.

Filter Action

Filker Actions:

 Mame

[ Description

O Pemit
O Fequest Security [Dptional]

(O} F cLir rity

sdd. | Edr.

Permit unsecured P packets to
Accepts unzgecured communicat...
Jred communicat...

| _Remove | & useaddwizad

Cloge I Eance| | Apply |

29. Set the connection's type to LAN.
Mew Rule Properties

IF Filter List
Authentication Methods I

Qfﬁg Thiz rule only applies to network: traffic over connections of
the selected type,

Figure 31

i Filker Action |
Tunnel Seting Connection Type

Al network conmections

% | acal area netwaork [LANE

" Remote access

3

Cloge I Eance| | Apply |

Figure 32

31-Jan-07
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30. Enter the left gateway (your side) as the tunnel endpoint.

MNew Rule Properties EE
I Filker List | Filter Action
Authentication Methods Tunnel Setting i Connection Type
=K The tunrel endpoint iz the tunneling computer clozest o the
L

IP traffic: destination, as zpecified by the azzociated [P Filker
List. It takes bwo ules to describe an IPSec Tunnel,

" This rule does nat specify an IPSec tunmel,
' The tunnel endpaint is specified by this IP Addiess:
207 .151 .222 . 2|

Cloge I Eancel i Apply |

Figure 33
31. Modify the authentication method.
Mew Rule Properties E
IP Filter List | Filter Action
Authentication Methods i Tuntel Setting I Conmection Type

The authentication method specifies how tust i@ established
= between the computers. Offer and accept theze
d authentization methods when negotiating zecurty with
another computer.

Authentication Method preference order;

| Methad | Details | Add. I
' Ed |

Remove

K

it

Mave dovin

Cloze I Eancel Apply

Figure 34
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32. Enter your pre-shared key again.

Edit Authentication Method Propetties

Authentication Method I

The authentication method specifies how tiust iz established
% g between the computers.

" windows 2000 default [Kerberos V5 protacal]

™ Use a cerificate from this certificate autharity [CA):

Browse,

¢ |Uza thiz shing o protect the key exchange [preshared kel

This is my preshared key 1] ;I

kx|

k. &I Cancel | Apply |

Figure 35

33. Close that rule's properties box.

Mew Rule Properties EHE |

I Filter List | Filter Ation
Authentication Methods i Tunnel Setting I Connection Type

between the computers, Offer and accept theze
authentication methods when negotiating securiby with
another computer.,

The authentication method zpecifies how trust iz establizhed
B

Authentication Method preference order;

 Method | Details | add.. I
shared ke Thiz Iz m d leen 1]
Edi... I

Hemoyve

f o i

I owe down

I:Icusel: I Eancel Apply
V'\

Figure 36
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34. Select the 2 rules to apply on that policy.

Site1-to-site2 Properties E |

Rules | General I

(@pa)  Secunty rules for communicating waith other computers

IF Security Bules:

IF Filter Lizt I Filter &chion I Authentication. .. | Tunnel Setting
right-to-left  Reguire Securty  Preshared Key 2071812222
left-to-right  Reguire Security Preshared Key 17235658
O <Dynamic>  Default Respon...  Kerberos Maone

4] | i3
Add... | Edit | Hemoye | T Lse Add Wizard
Cloge l [Eanze! |
Figure 37

35. On the general tab, press the Advanced button.

Sitel-to-site2 Properties [ 2] |

Fules General |

@m]  |F security policy general properties

I arne:

ISite‘l 4o-site?

Description:

IPgec tunnel from zite] to site? _:l

Check for policy chahges everny:

I1 &0 minte(z)]

F.ey Exchange using these settings:
Advanced...

Cloze l Eaneel

Figure 38
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36. Select Master Key Perfect Forward Secrecy checkbox and press the

Methods button.

Key Exchange Settings [ 7] |

IV Master key Perfect Forward Secrecy
Authenticate and generate a new key after evens:

480 minutes

Anthenticate and generate & new ke aftern even

EEEEI0N|E]

:

Fratect identities with these zecurity methods:;
kethods. .

M

Internet K.en Exchange [IK.E] for Windows 2000
Jaointly developed by Microzoft and Cizco Systems, Inc.

k. Carcel

Figure 39

37. Move the proposal 3DES-MDS5 to the top of the list and close that policy.

Key Exchange Security Methods E i

o

Frotect identities during authentication with these security
rethiods.

Security Method preference order:

_T_yj;u_g! Encryption | Inteqrity | Diffie-Hellman . !_

Add... |
[Ese

b edivim [2]
IKE aADES SHAT Mediurm [2] Edit...
IKE DES SHAT Lowe [1]
[KE DES D5 Low [1] Remove |
P Eve Lp

bove dovn

k. R’J Cancel

Figure 40
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38. Select Assign for that policy to make it active.

- [Console Root'IP Security Policies on Local Machine]

: “Eh Conscle  Window  Help M@ | j_ & __le
fiction  Miew Favoribes || &8 = b | é j'__' j °c'

Tree ] Favorites j Mame © ] Description 1 Paolicy Assigne:
(L3 Conscle Root e 1 -to-site? Psec tunnel From sitel ko site2
8, 1P Security Policies on Local Machine B server (Reque m—- or all IP traffic, always request ... Mo
B secure Server Al Tasks ¥ for all IP traffic, always require s... Mo
& Client (Respor - [ommunicate normally (unsecure,.. Mo
Delete
Rename
Properties
Help

«J _ | i

,F'.ssu;n this pl:ul.iEy, él:-t_empf:“tu make it ackive [ [

Figure 41

39. Test it. Wait and ping it again. Then check the events log because it never
works the first time.

Command Prompt

Microsoft Windows 2888 [Version 5.6068.21951
CC» Copyright 1985-1997 Microsoft Corp.

D=“Zping 192.168.2.1
Pinging 192.168.2.1 with 32 bhuytes of data:c

Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.

Ping statistics for 192.168.2.1:

Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss),
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = ©ms, Average = Bmns
Dz

Figure 42
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40. You'll have to modify your policy to correct what's wrong. Restart the Ipsec
service before testing it again.

Tree I

Marne  f

I Description l Skatus

% Services (Local)

gQ%Filne Replication

% Indexing Service
s%Internet Connectio. ..
%Intersite Messaging
: SEC Palicy fgent

Maintains fi...

Pravides n...
Allaws sen, ..

Manages I...  Started

=
I SI:E"!IF‘\estarI: Service e I
Mania TocalSystem

Manual LocalSystem
Manual LocalSystem _l
Disabled LocalSystem

Aukomatic LocalSystem

5f@b(erl:uaru:us ke Diskr, ..

%License Logging Ser...
s%Lu:n;ﬂu:al Disk Manager
g%Lu:n;ﬂu:al Disk Manage. ..

%Messenger
dstL

Generakes ., Disabled LocalSystem

Started Aukamatic LocalSystem
Logical Disk.., Started Aukomatic LocalSystem
Adminiskrat, ., Manual LocalSystem
Sends and ... Started LocalSystem

Aukomakic

fo

Figure 43

41. When it works you can monitor the tunnel with the ipsecmon program.

&IP Security Monitor

Security Aszociations:
Palicy Marne | Security | Filker Marme :Lph
{23CCFETA-4E10-4343-879D 602607233800} ESP Trple DES HMAL MD5 Mo MName i I
1] | i

—IPSEL Statistics —5akMP D akley Statistics
Active Aszociations 1 Dakley kain Modes 1
Confidential Bytes Sent a0 Dakley Quick Modes 1
Caonfidential Bytes Received 960 Soft Azsociations ]
Authenticated Bytes Sent 1.040 Authentication Failures ]
Authenticated Bytez Feceived 960
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Epygi Technologies How to configure Quadro IPSec with MS IPSec

3 Useful Links

e The Quadro home site!
http://www.epygi.com

e The Windows 2000 IPSec setup!
http://jixen.tripod.com/win2k-screen.html

e Windows 2000 PPTP-client configuration!
http://poptop.sourceforge.net/dox/pptp_win2k/
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